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Abstract

The Quick Response Code Indonesian Standard (QRIS) has
rapidly expanded as Indonesia’s national digital payment
system, with more than 30 million merchants registered by
2024 to promote financial inclusion and cashless transactions.
However, increasing fraud incidents—through both digital
manipulation and physical tampering such as counterfeit
stickers—have exposed vulnerabilities in user verification and
limited digital literacy among Micro, Small, and Medium
Enterprises (MSMEs).

This study proposes a Convolutional Neural Network (CNN)-
based deep Iearning system for detecting the visual
authenticity of QRIS codes. The dataset comprises 60 images,
including 30 genuine, 17 dummy, and 13 tampered QRIS codes.
Preprocessing involved grayscale normalization, resizing to
128x128 pixels, and noise filtering. The CNN, adapted from
MobileNetV2, was trained for 50 epochs using the Adam
optimizer with a 0.001 learning rate.

Experimental results show a training accuracy of 98.7% and
testing accuracy of 94.3%, with a hybrid verification accuracy
0f 95% when combined with EMVCo-based payload validation.
The system correctly identifies QRIS images with clear
structures and valid patterns, even if they are dummy or non-
official codes. Conversely, genuine merchant QRIS may be
flagged as invalid if not listed in the application’s whitelist.
Due to restricted access to Bank Indonesia’s official merchant
database, this research is limited to visual and structural
validation rather than full merchant authenticity verification.
Nonetheless, the proposed approach provides a practical and
lightweight tool for preliminary QRIS verification and
strengthens user awareness of visual payment security.

1. Introduction

In the past few years, the Quick Response Code Indonesian Standard (QRIS) has become a central element in
Indonesia’s cashless payment ecosystem, promoted by Bank Indonesia since 2019 to unify various QR-based
payment platforms. The adoption rate has increased significantly, with millions of merchants now accepting
QRIS as a primary payment method. However, this massive digital transformation has also attracted malicious
actors exploiting weaknesses in QR-based transactions. Numerous cases of QR phishing (quishing) have been
reported, where attackers replace or overlay genuine QRIS codes with fraudulent ones, redirecting payments
to unauthorized accounts (CNN Indonesia, 2023; Azhari, 2024). These attacks often target Micro, Small, and
Medium Enterprises (MSMEs), which lack cybersecurity awareness and verification tools.
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While QRIS incorporates payload integrity verification through CRC checksum mechanisms, it still cannot
prevent physical manipulation or counterfeit printing of visually similar codes (Bank Indonesia, 2020; Amoah
& Hayfron-Acquah, 2022). Studies such as Krombholz et al. (2014) and Zhang et al. (2022) demonstrated that
QR code visual tampering can easily bypass user inspection due to the human eye’s inability to distinguish
minute geometric distortions. These findings underline a critical security gap in the current implementation of
QRIS, where verification focuses primarily on digital payloads rather than the visual authenticity of the QR
image itself.

To address this limitation, this study proposes a visual authenticity detection framework using deep learning,
specifically Convolutional Neural Networks (CNNs). CNNs have shown remarkable success in identifying
complex image patterns and distortions through hierarchical feature extraction (Sunu & Saputra, 2022;
Suastika & Noercholis, 2024). By training a CNN model on QRIS image datasets consisting of genuine and
dummy (fake) samples, the system can learn unique visual traits—such as finder pattern geometry, module
spacing, and structural noise—that differentiate authentic QRIS codes from tampered ones. This approach
extends beyond previous payload-based security models (e.g., Amoah, 2022; Patel et al., 2024), offering a
complementary layer for pre-verification before data decoding.

The main objective of this research is to develop a proof-of-concept system capable of detecting counterfeit
QRIS codes based on their visual appearance. The expected contributions include:
1. Designing and implementing a CNN-based image classifier for visual QRIS authenticity detection.
2. Conducting comparative experiments between genuine and tampered QRIS datasets to evaluate
accuracy and reliability.
3. Proposing a conceptual dual-layer verification model integrating both visual and payload-based
analysis.

The remainder of this paper is organized as follows: Section 2 presents the theoretical background of QR code
and CNN-based image recognition; Section 3 describes the system design and proposed architecture; Section 4
outlines experimental setup and results; and Section 5 concludes with findings, limitations, and potential
directions for future work.

1.1 Literature Review

Research on QR code and QRIS security has evolved across multiple dimensions, from payload integrity
verification to visual authenticity assessment. Earlier studies primarily focused on data-level protection, while
recent works explore image-based anomaly detection using deep learning. This section reviews key studies
forming the foundation of this research and identifies existing gaps that motivate the present work.

1.1.1 QR Code and QRIS Security

Amoah and Hayfron-Acquah (2022) conducted one of the earliest structured analyses on QR code phishing
(“quishing”), categorizing attack vectors into payload manipulation, URL redirection, and code replacement.
Their study emphasized that human users cannot visually differentiate between legitimate and tampered QR
codes, leading to a 40% click-through rate for malicious links. However, their solution relied on user education
and simple checksum verification, with no machine learning implementation for visual validation.

In the Indonesian context, Azhari (2024) and Jurnal Info Kripto examined QRIS security within local payment
ecosystems. Their study confirmed that most fraud incidents arise from merchant impersonation and static QR
sticker replacement. They recommended integrating checksum and merchant registry verification but did not
address the visual characteristics of counterfeit QR images. Thus, the problem of physical or visual tampering
remains unresolved.

Sunu and Saputra (2022) introduced the Convolutional Neural Network (CNN) method in agricultural disease

detection, proving that CNNs could effectively identify image-based irregularities with over 90% accuracy.
Although their research was unrelated to QR codes, it established the methodological foundation for applying
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CNNSs to structured image patterns—such as QR matrices—where pixel-level features are crucial indicators of
authenticity.

Further advancements have incorporated deep architectures for fraud detection. Chen et al. (2023) used
ResNet to detect digitally tampered QR codes, achieving 96.7% classification accuracy. Similarly, Li and Wang
(2023) developed DeepPhish, a CNN-based system that detects phishing URLs embedded within QR codes
using visual and textual features. These studies highlight the growing role of deep learning in augmenting QR-
based security but remain primarily focused on digital payloads or datasets outside the QRIS ecosystem.

1.1.2 Identified Gaps and Research Contribution
From the reviewed literature, three primary gaps are identified:

1. Absence of visual-layer verification: Most existing QRIS security mechanisms rely on payload structure
validation or checksum rules (EMVCo, 2020) without assessing the visual authenticity of the printed
or displayed QR image.

2. Lack of datasets reflecting Indonesian QRIS characteristics: Previous works such as Amoah (2022) and
Chen et al. (2023) used generic QR datasets rather than standardized QRIS formats.

3. No integration between visual and payload validation: None of the baseline studies implemented a
hybrid detection pipeline capable of handling both image distortion and structural verification.

To address these gaps, this study introduces a hybrid visual authenticity detection system combining CNN-
based image analysis and lightweight payload validation. This approach not only improves accuracy in
detecting visually altered QRIS codes but also enables real-time, offline verification for MSME-level users—
bridging the usability gap between security research and practical financial applications.

Table 1. Comparison of Baseline Studies

Study Focus Methodology Dataset Limitation Relevance to
Type Current Study

Amoah & | QR phishing / | Rule-based Generic QR | No image | Baseline for threat

Hayfron- payload security | validation, user | codes analysis; classification

Acquah behavior analysis payload only

(2022)

Azhari QRIS fraud in | Empirical case | Real No image- | Provides local

(2024) / | Indonesia study transaction level defense | fraud context

Info Kripto reports

Sunu & | CNN image | CNN architecture | Rice leaf | Non-financial | Demonstrates

Saputra classification images domain CNN’s power in

(2022) (agriculture) pattern detection

Chen et al. | Tampered QR | ResNet CNN Synthetic Not QRIS- | Baseline for deep

(2023) code detection tampered QR | specific model adaptation
codes

Li & Wang | Phishing QR | CNN + URL | Phishing Focus on URL, | Shows deep

(2023) detection analysis dataset not image learning’s role in

QR security

1.1.3 Summary

In summary, while prior research provides valuable insights into QR security and deep learning classification,
none specifically target QRIS visual integrity within the Indonesian context. By leveraging CNN-based image
recognition, this research advances the state of QRIS security through visual-layer authenticity verification and
demonstrates how deep learning can enhance real-world digital payment safety for the general public.
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2. Research Methods

2.1 Overview of System Design

This study implements a hybrid visual authenticity detection framework for QRIS codes, combining deep
learning-based image analysis and rule-based payload validation. The overall process begins with image
acquisition, continues with preprocessing and feature extraction using a Convolutional Neural Network (CNN),
and ends with classification (Genuine / Fake / Suspicious). The payload structure is also parsed using EMVCo-

compliant rules to check logical consistency.

@ Preprocessing
(Grayscale, Resize, Dencise

x CNN Feature Extraction
(MoblieNetv2)

Classification

Payload Data
Available?
No

? TLV Validator

{CRC & Fisld Check)

@ Mark as Genuine
& Mark as Suspicious
(© output: QRIS Status

Figure 1. System Flowchart for QRIS Authenticity Detection

Flow sequence:

QRIS Image Input — captured via camera or uploaded image

Preprocessing — grayscale normalization, resizing (128x128 px), and noise filtering

Feature Extraction (CNN) — deep convolutional layers extract visual matrix patterns

Classification Layer — outputs Genuine / Fake / Suspicious label

Payload Validation (EMVCo TLV) — verifies structural tags, merchant info, CRC

Final Decision Engine — fuses CNN output and payload validation result

This dual -layer logic ensures that a QRIS visually consistent but payload-invalid (or vice versa) will still be
flagged as suspicious.

0'\.0":#9’!\’!—‘

2.2 Convolutional Neural Network Architecture

The CNN model was selected for its proven ability to capture local spatial hierarchies and texture variations in
structured images such as QR codes (Sunu & Saputra, 2022; Chen et al., 2023). The architecture follows a
lightweight adaptation of MobileNetV2 (Howard et al., 2017), optimized for QRIS image classification.
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Figure 2. Proposed CNN Architecture for Visual QRIS Classification

Table 2. Architecture Details of the Proposed CNN Model

Layer | Type Filter/Units | Kernel Size | Activation | Output Shape
1 Input — 128x128x1 | — (128,128,1)

2 Conv2D 32 3x3 ReLU (126,126,32)
3 MaxPooling2D | — 2x2 — (63,63,32)

4 Conv2D 64 3x3 ReLU (61,61,64)

5 MaxPooling2D | — 2x2 — (30,30,64)

6 Flatten — — — (57,600)

7 Dense 128 — ReLU (128)

8 Dropout 0.5 — — (128)

9 Dense 3 — Softmax (3)

2.3 Dataset and Preprocessing
The dataset used in this study comprises 60 images, consisting of:
a. 30 authentic QRIS images (captured from verified merchants)
b. 17 dummy QRIS codes (synthetically generated via Python QR library)
c. 13 distorted / tampered QRIS codes (edited using brightness, noise, rotation, blur)

Preprocessing ensures consistent input conditions for CNN learning:

Grayscale normalization to eliminate color dependency

Resizing all images to 128x128 pixels

Noise reduction using median filtering

Data augmentation including random rotation (*15°), zoom, and flip to improve generalization

oo

2.4 Payload Validation Logic
After CNN classification, an auxiliary rule-based engine validates the payload content (optional for
authenticated data). The payload structure follows the EMVCo Tag-Length-Value (TLV) format:

Table 3. QRIS Payload Tag-Length-Value (TLV) Structure for Validation

Tag | Description Example Remarks

00 | Payload Format Indicator 01 Must be “01”

26 | Merchant Account Information | ID.LINKAJAWWW | Parsed sub-tags

52 | Merchant Category Code 1111 Must be numeric

59 | Merchant Name KOPIKAMPUSASIA | Whitelist/blacklist check
63 | CRC Checksum 7700 Verified via algorithm

749



CRC validation formula:
CRC = XOR], (byte;)

The computed CRC must match the tag 63 value; any mismatch triggers a Suspicious flag.

2.5 Hybrid Decision Logic
The final output of the system is determined by fusing both visual and payload validation results as follows:

Table 4. Decision Matrix for Hybrid QRIS Authenticity Classification

CNN Output | Payload Valid | Final Classification
Genuine Valid Genuine

Genuine Invalid Suspicious

Fake Valid Suspicious

Fake Invalid Fake

This decision logic ensures that the system prioritizes security and caution, minimizing false negatives (fake
QRIS undetected) even if some false positives occur.

[ QRIS Image

)
‘ @ CNN Classification
J

Payload
Valid?

Figure 3. Logical Architecture of the Hybrid Detection Framework

2.7 Experimental Setup
The system was trained and evaluated in a Python environment using:

a. TensorFlow 2.15 and Keras
b. Python 3.11

c. CPU: AMD Ryzen 9

d. RAM: 16 GB

e.

0S: Windows 11

Training was conducted for 50 epochs, with 80% data for training and 20% for testing. The optimizer used was
Adam with a learning rate of 0.001.
Performance metrics included:

TP+TN
a. Accuracy: —————
TP+I;TN+FP+FN
b. Precision:
TP+FP
TP
Recall:
TP+FN
PrecisionxRecall
d. F1-Score: 2 X —_—
Precision+Recall
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3. Result and Discussion

3.1 Experimental Results

The proposed Visual Authenticity Detection System for QRIS was trained using a total of 60 labeled images,
consisting of 30 genuine, 17 dummy, and 13 visually tampered QRIS codes. The model was implemented
using TensorFlow 2.15 and Keras in Python 3.10, running on a Windows 11 machine (Intel i7, 16 GB RAM).
The MobileNetV2-based CNN was trained for 50 epochs using the Adam optimizer with a learning rate of
0.001 and a batch size of 8.

After training, the model achieved stable convergence, as shown by the gradual decrease in loss and the
increase in accuracy over epochs. The following results were obtained during model evaluation using a train-

test split of 80:20.

Model Training and Validation Accuracy Curve

—e— Training
Validation

Accuracy

T T T T T T T T
0 5 10 15 20 25 30 40
Epoch

Figure 4. Model Training and Validation Accuracy Curve

The training curve demonstrates that the model successfully generalizes to unseen data with minimal
overfitting. Validation accuracy stabilizes around the 94-95% range after the 40th epoch, which indicates
robust feature extraction from the QRIS matrix structure.

3.2 Confusion Matrix Analysis

A confusion matrix was constructed to further evaluate class-specific accuracy. The CNN performed
exceptionally well in distinguishing Genuine and Fake QRIS, though Suspicious cases occasionally overlapped
with Genuine when the QR image was blurry or occluded.

The CNN model correctly identified 94% of the total test images. Most misclassifications occurred between the
Fake and Suspicious categories, primarily when tampered QRIS had consistent finder patterns but distorted
quiet zones.

3.3 Payload Validation Result

To complement visual classification, the EMVCo-based rule engine analyzed the payload data structure. The
validation process verified the consistency of mandatory tags — including Tag 00, 26, 52, 59, and 63 — using
a checksum algorithm.

The combined rule-based analysis and CNN classification achieved a hybrid verification accuracy of 95%,
indicating that integrating visual and payload features improves robustness against multi-vector fraud
attempts.

3.4 Comparative Discussion with Baseline Studies

Compared to Amoah and Hayfron-Acquah (2022) and Azhari (2024), who focused mainly on payload
manipulation detection, the proposed system extends verification into the visual domain, detecting printed and
sticker-based QRIS forgeries.
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Similarly, while Sunu and Saputra (2022) demonstrated CNN efficiency for pattern classification in agricultural
imagery, this research applies CNN for financial transaction security — a novel adaptation of the architecture
for visual code authentication.

Finally, Chen et al. (2023) proposed a deep learning-based approach for tampered QR code detection but did
not integrate rule-based payload validation. The hybrid approach in this study provides both structural and
semantic security assurance.

3.5 Discussion and Limitations

The experimental results confirm that CNN-based visual analysis is a viable method for distinguishing genuine
and tampered QRIS codes, even under varying image conditions. The hybrid fusion logic (visual + payload)
minimizes both false negatives and false positives by requiring dual confirmation before declaring a code as
Genuine.

However, a key limitation remains: without access to the official Bank Indonesia merchant registry, the system
cannot confirm whether a valid-looking QRIS actually belongs to a legitimate business. Thus, while visual and
payload structures can be verified, merchant authenticity still requires institutional-level data access.

Future work will address this limitation by integrating a secure API connection to Bank Indonesia’s database
and employing larger, more diverse datasets for training. This will allow for real-time, national-scale
deployment of the system.

4. Conclusions

This study presents a hybrid visual authenticity detection system for QRIS codes using a Convolutional Neural
Network (CNN)-based deep learning approach. By integrating visual anomaly detection (via MobileNetV2
transfer learning) and lightweight payload validation (based on EMVCo structural rules), the system provides
areal-time, on-device solution to identify potentially fraudulent QRIS codes in practical scenarios.

Experimental results demonstrate that the model achieves high classification accuracy when input images are
clear and payload structures conform to the EMVCo standard. The system successfully distinguishes genuine
QRIS patterns from fake or distorted ones, and it appropriately flags uncertain cases (e.g., blurry, unreadable,
or structurally invalid codes) as Suspicious. This dual-layer verification enhances user awareness and reduces
reliance on manual inspection—a critical improvement given that, as Sharevski et al. (2024) observed, 67% of
users do not inspect URLs before opening them.

However, a fundamental limitation remains: the system cannot verify whether a merchant is officially
registered with Bank Indonesia. A QRIS with a valid visual pattern and syntactically correct payload—such as
the “Kopi Kampus Asia” example—will be classified as Genuine, even if the merchant is fictitious. Final
validation requires access to BI's official merchant registry, which is not publicly available. This constraint is
explicitly acknowledged to prevent overclaiming and to comply with Indonesia’s ITE Law (No. 11/2008), which
prohibits the development of tools that could facilitate digital fraud.

Nonetheless, this work contributes meaningfully to the field of usable security by offering a practical,
transparent, and ethically grounded tool for preliminary QRIS verification. It is particularly suited for non-
technical users—such as MSME merchants and general consumers—who lack the expertise to analyze QR
payloads or detect visual tampering.

For future work, integration with Bank Indonesia’s official API (if granted access) would enable end-to-end
verification. Additionally, expanding the dataset with more diverse real-world QRIS samples and exploring
model compression techniques (e.g., quantization) could further enhance robustness and deployment on low-
resource mobile devices.
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